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HOW TO CITE RULES AND RSMo
RULES—Cite material in the Missouri Register by volume and page number, for example, Vol. 28, Missouri Register, page 27. The approved short form of citation
is 28 MoReg 27.

The rules are codified in the Code of State Regulations in this system—
Title Code of State Regulations Division Chapter Rule

1 CSR 10- 1. 010
Department Agency, Division General area regulated Specific area regulated

They are properly cited by using the full citation , i.e., 1 CSR 10-1.010.

Each department of state government is assigned a title. Each agency or division in the department is assigned a division number. The agency then groups its rules into
general subject matter areas called chapters and specific areas called rules. Within a rule, the first breakdown is called a section and is designated as (1). Subsection is
(A) with further breakdown into paragraph 1., subparagraph A., part (I), subpart (a), item I. and subitem a.

RSMo—The most recent version of the statute containing the section number and the date.



Emergency Rules

Title 19—DEPARTMENT OF HEALTH
AND SENIOR SERVICES

Division 10—Office of the Director
Chapter 33—Hospital and Ambulatory Surgical Center

Data Disclosure

EMERGENCY RULE

19 CSR 10-33.040 Electronic Reporting of Patient Abstract Data
by Hospitals for Public Health Syndromic Surveillance

PURPOSE:  This rule establishes procedures for secure electronic
reporting of patient abstract data for inpatients and outpatients by
hospitals to the Department of Health and Senior Services for the
purpose of conducting epidemiologic monitoring and studies and
publishing information to safeguard the health of the citizens of
Missouri as authorized by sections 192.020, 192.067 and 192.667,
RSMo.

EMERGENCY STATEMENT:  The Department of Health and Senior
Services has the responsibility to safeguard the health of
Missourians.  The department is charged with preventing the
entrance and spread of diseases which are infectious, contagious,
communicable or dangerous in their nature.  The department is also
charged with determining the prevalence of such diseases within the
state.  Because of the concern for bioterrorism events there is a need

to establish a new data system to conduct epidemiologic monitoring
and develop reports on potential health threats.

Due to the continuing terrorism threats, the Department of Health
and Senior Services finds an immediate danger to the public health,
safety and welfare and a compelling governmental interest to be pre-
served which requires emergency action to set an early effective date
for the new regulation governing hospital reporting.

In light of the necessity for appropriate department response to
health threats, there is a compelling governmental interest to enact
these rules through emergency rulemaking.

The scope of the emergency rule is limited to the circumstances
creating the emergency and complies with the protection extended in
the Missouri and United States Constitutions.  The Department of
Health and Senior Services believes emergency regulation fair to all
interested persons and parties under the circumstances.  A proposed
rule, which covers this same material, is published in this issue of the
Missouri Register.  This emergency rule was filed June 25, 2003,
effective July 6, 2003 and expires January 2, 2004.

(1) The following definitions shall be used in the interpretation of this
rule in addition to the definitions found in 19 CSR 10-33.010:

(A) Batch message file means the transmission of a file containing
multiple discrete standard electronic messages to the department
from the hospital data system on a periodic basis less than real time.

(B) Chief complaint means the textual literal or ICD-9-CM code
or both pertaining to the initial complaint a patient stated during an
acute care hospital encounter.

(C) Data encryption means the electronic obfuscation of data with-
in an electronic message using industry standard practices for encryp-
tion including, but not limited to:  Public Key Infrastructure (PKI),
digital certificates/signatures, department generated symmetric keys,
or by secure message transport protocols.  Minimum requirements
will be tripleDES 128-bit encryption.

(D) Default standard message means a standard electronic message
meeting HL7 2.3.1 Admission, Discharge, and Transfer (ADT) spec-
ifications as identified in Exhibit A, included herein.

(E) Acute care hospital encounter means patients seen in the emer-
gency room, urgent care and inpatient admissions of a hospital.

(F) Real time message means the transmission of discrete standard
electronic messages to the department as they are generated by the
hospital data system.

(G) Secure message transport protocol means a method of sending
electronic data to the department in a way that prevents unauthorized
access to the data.  Possible methods include: Virtual Private
Network (VPN), Secure File Transport Protocol (SFTP), secure
socket layer (HTTPS/SSL), Secure SHell (SSH), encrypted files
using TCP/IP, or other secure transmission protocol agreed upon by
the hospital and the department.

(H) Standard electronic message means a real time message or
batch message file meeting national or international standards for the
electronic interchange of data.  Standards include, but are not limit-
ed to, Health Level 7 (HL7), Extensible Mark-up Language (XML),
Electronic Business XML (ebXML), Electronic Data Interchange
(EDI), and other standards as they become available.

(2) All hospitals shall submit to the department a minimum data set
on acute care hospital encounters occurring after December 31,
2003.  Submissions may begin sooner based upon plan submission
and hospital capability. If a hospital is unable to initially submit data
for hospital encounters occurring after December 31, 2003, the hos-
pital’s plan shall detail an implementation plan including when the
hospital will be able to comply with the rule. The data shall be sub-
mitted as a default standard electronic message or other format as
agreed upon by the hospital and the department, using secure mes-
sage transport protocols and data encryption. 

1247

Rules appearing under this heading are filed under the
authority granted by section 536.025, RSMo 2000. An

emergency rule may be adopted by an agency if the agency
finds that an immediate danger to the public health, safety or
welfare, or a compelling governmental interest requires
emergency action; follows procedures best calculated to
assure fairness to all interested persons and parties under
the circumstances; follows procedures which comply with the
protections extended by the Missouri and the United States
Constitutions; limits the scope of such rule to the circum-
stances creating an emergency and requiring emergency
procedure, and at the time of or prior to the adoption of such
rule files with the secretary of state the text of the rule togeth-
er with the specific facts, reasons and findings which support
its conclusion that there is an immediate danger to the public
health, safety or welfare which can be met only through the
adoption of such rule and its reasons for concluding that the
procedure employed is fair to all interested persons and par-
ties under the circumstances.

Rules filed as emergency rules may be effective not less
than ten (10) days after filing or at such later date as

may be specified in the rule and may be terminated at any
time by the state agency by filing an order with the secretary
of state fixing the date of such termination, which order shall
be published by the secretary of state in the Missouri
Register as soon as practicable.

All emergency rules must state the period during which
they are in effect, and in no case can they be in effect

more than one hundred eighty (180) calendar days or thirty
(30) legislative days, whichever period is longer. Emergency
rules are not renewable, although an agency may at any time
adopt an identical rule under the normal rulemaking proce-
dures.
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(A) The minimum dataset shall be submitted a minimum of once
per day as a batch message file containing the previous day’s hospi-
tal encounters and updates.

(B) Real time messages will be default standard electronic mes-
sages.  Other message formats must be approved and agreed upon by
the department prior to submission of real time messages.

(3) The minimum dataset shall include:  record type, hospital identi-
fier, unique encounter identifier, type of encounter, place of service,
patient medical record number, patient name, patient Social Security
number, patient birth date, patient sex, patient race, patient ethnici-
ty, residence address, city of residence, state of residence, zip code,
county code, admission date, type of admission, and chief complaint.
See Exhibit A and Exhibit B, included herein, for default standard
electronic message specifications.

(4) Every hospital shall submit to the department by October 1, 2003
a plan that specifies how and when they will submit data to the
department in compliance with section (2) of this rule.  This plan
may be revised by the hospital, with the approval of the department,
in the event the hospital’s capacity to report electronic messages
changes to support the default standard electronic message as either
batch or real time messages.  The hospital shall notify the department
by sixty (60) days in advance of the date they plan to change the
method in which they report data.  This plan shall include but not be
limited to:

(A) Timing of messages either real time or batch;
(B) Secure message transport protocols to be used when submit-

ting data to the department;
(C) Proposed format of data if the hospital is not able to conform

to the default standard electronic message defined in Exhibit A or
Exhibit B;

(D) Proposed format code set domain values if the hospital is not
able to conform to the code sets defined in Exhibit A or Exhibit B;

(E) Hospital technical contact(s) and contact information for the
department to utilize in the event technical assistance or support is
necessary;

(F) Expected date to begin sending messages;
(G) If a change request, the reason for change.

(5) Hospitals shall notify the department by sixty (60) days in
advance if they plan to submit the required data to the department
through an association or related organization with which the depart-
ment has a binding agreement to obtain data. Providers selecting this
option are responsible for ensuring that the data meet the data stan-
dards defined in this rule and are submitted to the association or
related organization so the time schedule in section (2) of this rule is
met. The association or related organization is responsible for ensur-
ing that the data are provided to the department and conform to the
specifications listed in Exhibit A of this rule, meeting the time sched-
ule of section (2) of this rule.

(6) Hospitals may submit data directly to the department or through
a third party acting as their agent, other than one with which the
department has a binding agreement. Providers selecting this option
are responsible for ensuring that all data specifications conform to
the requirements of this rule.

(7) The department may release patient data on hospital encounters
to a public health authority to assist the agency in fulfilling its pub-
lic health mission. This data shall not be re-released in any form by
the public health authority without the prior authorization of the
department. Authorization for subsequent release of the data shall be
considered only if the proposed release does not identify a patient,
physician or provider. However, the department may authorize con-
tact with the patient, physician or provider based upon the informa-
tion supplied. The physician and provider that provided care to a

patient shall be informed by the public health authority of any pro-
posed contact with a patient.

(8) Any hospital which determines it will be temporarily unable to
comply with any of the provisions of this rule or with the provisions
of a previously submitted plan or plan of correction can provide the
department with written notification of the expected deficiencies and
a written plan of correction. This notification and plan of correction
shall include the section number and text of the rule in question, spe-
cific reasons why the provider cannot comply with the rule, an expla-
nation of any extenuating factors which may be relevant, the means
the provider will employ for correcting the expected deficiency, and
the date by which each corrective measure will be completed.

(9) Any hospital, which is not in compliance with these rules, shall
be notified in writing by the department. The notification shall spec-
ify the deficiency and the action, which must be taken to be in com-
pliance. The chief executive officer or designee shall have ten (10)
working days following receipt of the written notification of non-
compliance to provide the department with a written plan for cor-
recting the deficiency. The plan of correction shall specify the means
the provider will employ for correcting the cited deficiency and the
date that each corrective measure will be completed.

(10) Upon receipt of a required plan of correction, the department
shall review the plan to determine the appropriateness of the correc-
tive action. If the plan is acceptable, the department shall notify the
chief executive officer or designee in writing and indicate that imple-
mentation of the plan should proceed. If the plan is not acceptable,
the department shall notify the chief executive officer or designee in
writing and indicate the reasons why the plan was not accepted. A
revised, acceptable plan of correction shall be provided to the depart-
ment within ten (10) working days.

(11) Failure of the hospital to submit an acceptable plan of correction
within the required time shall be considered continued and substan-
tial noncompliance with this rule unless determined otherwise by the
director of the department.

(12) Failure of any hospital to follow its accepted plan of correction
shall be considered continued and substantial noncompliance with
this rule unless determined otherwise by the director of the depart-
ment.

(13) Any hospital in continued and substantial noncompliance with
this rule shall be notified by registered mail and reported by the
department to its Bureau of Hospital Licensing and Certification,
Bureau of Narcotics and Dangerous Drugs, Bureau of Emergency
Medical Services, Bureau of Home Health Licensing and
Certification, Bureau of Radiological Health, State Public Health
Laboratory, Bureau of Special Health Care Needs, the Division of
Medical Services of the Department of Social Services, the Division
of Vocational Rehabilitation of the Department of Elementary and
Secondary Education and to other state agencies that administer a
program with provider participation. The department shall notify the
agencies that the provider is no longer eligible for participation in a
state program.

(14) Any hospital that has been declared to be ineligible for partici-
pation in a state program shall be eligible for reinstatement by cor-
recting the deficiencies and making written application for reinstate-
ment to the department. Any provider meeting the requirements for
reinstatement shall be notified by registered mail. The department
shall notify state agencies that administer a program with provider
participation that the provider’s eligibility for participation in a state
program has been reinstated.
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AUTHORITY: sections 192.020, 192.067 and 192.667, RSMo 2000.
Emergency rule filed June 25, 2003, effective July 6, 2003, expires
Jan. 2, 2004. A proposed rule covering this same material is pub-
lished in this issue of the Missouri Register.
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